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DETAILED ACTION 

1. This is in response to the amendments filed on August 24 th , 2007. Claims 1, 7, 10, 14, 
17, 21, 22 and 26 have been amended, Claims 1-26 are pending and have been considered below. 

Information Disclosure Statement 

2. The information disclosure statement (IDS) submitted on 05/30/07 is in compliance with 
the provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is being 
considered by the examiner. 

Specification 

The amendments filed on August 23 rd , 2007 have been considered and is effective at 
overcoming the previous objections to the specification. Therefore, the previous objections to 
the specification have been withdrawn. 

Claim Objections 

3. The amendments filed on August 23 rd , 2007 have been considered and is effective at 
overcoming the previous claim objections. Therefore, the previous claim objections have been 
withdrawn. 
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Claim Rejections - 35 USC § 112 

4. The amendments filed on August 3 rd , 2007 have been considered and is effective at 
overcoming the previous 35 USC § 1 12 2 nd paragraph rejections. Therefore, the previous claim 
rejections have been withdrawn. 

Claim Rejections - 35 USC §103 

5. The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 

6. Claims 1-26 are rejected under 35 U.S.C. 103(a) as being unpatentable over Yup et 
aL (2002/0191784) in view of Dhir et al. (2005/0084076). 

Claim 1: Yup et al. discloses an apparatus for performing cryptographic operations, comprising: 

a. a cryptographic instruction, received by a computing device as part of an instruction 
flow executing on said computing device, wherein said cryptographic instruction prescribes one 
of the cryptographic operations, and wherein said cryptographic instruction prescribes that a 
provided cryptographic key be expanded into a corresponding key schedule for employment 
during execution of said one of the cryptographic operations [page 3, paragraph 0028]; 

b. keygen \ogic(key expansion block), operatively coupled to said cryptographic 
instruction, configured to direct said computing device to expand said provided cryptographic 
key into said corresponding key schedule [page 3, paragraph 0028]; 

c. and execution logic(key expansion block), operatively coupled to said keygen logic, 
configured to expand said provided cryptographic key into said corresponding key schedule 
[page 3, paragraph 0028]. 
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However, Yup et al. does not explicitly disclose performing these instructions on a 
microprocessor based platform. 

Nonetheless, Dhir et al. discloses a similar apparatus and further discloses performing 
cryptographic instructions^, program instructions) to implement the Advanced Encryption 
Standard algorithm on a microprocessor based platform(7e. FPGA) [page 5, paragraph 0051]. 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of 
invention to perform these instructions on a microprocessor based platform or any other platform 
in order to meet particular design requirements. 

Claim 2: Yup et al. and Dhir et al. disclose an apparatus as in claim 1 above arid Yup et al. 
further disclose that said one of the cryptographic operations further comprises an encryption 
operation, said encryption operation comprising encryption of a plurality of plaintext 
blocks(plurality of channels with input means) to generate a corresponding plurality of ciphertext 
blocks(^/wra//Yy of channels with output means) [page 2, paragraph 0017]. 
Claim 3: Yup et al. and Dhir et al. disclose an apparatus as in claim 1 above and Yup et al. 
further discloses that said one of the cryptographic operations further comprises a decryption 
operation, said decryption operation comprising decryption of a plurality of ciphertext 
b\ocks(plurality of channels with input means) to generate a corresponding plurality of plaintext 
b\ocks(plurality of channels with output means) [page 2, paragraph 0017]. 
Claim 4: Yup et al. and Dhir et al. disclose an apparatus as in claim 1 above and Yup et al. 
further discloses that said provided cryptographic key is stored in memory [page 3, paragraph 
0028]. 
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Claim 5: Yup et al. and Dhir et al. disclose an apparatus as in claim 1 above and Yup et al. 
further discloses that said corresponding key schedule comprises an expanded key schedule 
according to the Advanced Encryption Standard (AES) algorithm [page 2, paragraph 0016]. 
Claim 6: Yup et al. and Dhir et al. disclose an apparatus as in claim 1 above and Yup et al. 
further discloses that said keygen logic is configured to interpret a key generation field within a 
control word which is referenced by said cryptographic instruction [page 2, paragraph 0017]. 
The examiner notes that the key expansion block is configured to perform the key expansion a 
predetermined number of times. Therefore, it is inherent to employ some form of a count 
number(to keep track of the number of key expansions performed) and store this in memory and 
read it from memory for the purpose of establishing when the predetermined number of times is 
reached. 

Claims 8-9: Yup et al. and Dhir et al. disclose an apparatus as in claim 1 above and Yup et al. 
further discloses that said cryptographic instruction implicitly references a plurality of registers 
within said computing device, which include a first register, wherein contents of said first 
register (plaintext storage registers) comprise a first pointer to a first memory address, said first 
memory address specifying a first location in memory for access of said plurality of input text 
blocks upon which said one of the cryptographic operations is to be accomplished [page 4, 
paragraph 0043]. 

Claim 10: Yup et al. and Dhir et al. disclose an apparatus as in claim 8 above and Yup et al. 
further discloses that said plurality of registers comprises a first register (cipher block output 
storage register), wherein contents of said first register comprise a pointer to a first memory 
address, a memory address specifying a first location in memory for storage of a corresponding 
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plurality of output text blocks, said corresponding plurality of output text blocks being generated 
as a result of accomplishing said one of the cryptographic operations upon a plurality of input 
text blocks [page 4, paragraphs 0043-0044]. 

Claims 12-13: Yup et al and Dhir et al, disclose an apparatus as in claim 8 above and Yup et al. 
further discloses that said plurality of registers comprises a first register, wherein contents of said 
first rtgister(cipher key storage register) comprise a first pointer to a memory address, said first 
memory address specifying a first location in memory for access of cryptographic key data for 
use in accomplishing said one of the cryptographic operations, wherein said cryptographic key 
data comprises said provided cryptographic key [page 4, paragraphs 0043-0044]. 
Claim 14: Yup et al. and Dhir et al. disclose an apparatus as in claim 8 above and Yup et al. 
further discloses that said plurality of registers comprises a first register, wherein contents of said 
first register comprise a first pointer to a fourth memory address, a memory address specifying a 
location in memory, said location comprising an initialization vector location, contents of said 
initialization vector location comprising an initialization vector or initialization vector equivalent 
for use in accomplishing said one of the cryptographic operations [page 3, paragraph 0027]. The 
examiner notes that Yup et al. discloses operating the apparatus in CBC mode, which implies the 
use of initialization vectors. Thus, it is inherent for the initialization vectors to be stored in 
memory. 

Claim 15: Yup et al. and Dhir et al. disclose an apparatus as in claim 8 above and Yup et al. 
further discloses that said plurality of registers comprises a first register, wherein contents of said 
first register comprise a pointer to a first memory address, said first memory address specifying a 
first location in memory for access of a control word for use in accomplishing said one of the 
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cryptographic operations, wherein said control word prescribes cryptographic parameters for said 
one of the cryptographic operations, and wherein said control word comprises a keygen field, 
configured to specify that said provided cryptographic be expanded into said corresponding key 
schedule be employed during execution of said one of the cryptographic operations [page 2, 
paragraph 0017]. The examiner notes that the key expansion block is configured to perform the 
key expansion a predetermined number of times. Therefore, it is inherent to employ some form 
of a count number(to keep track of the number of key expansions performed) and store this in 
memory for the purpose of establishing when the predetermined number of times is reached. 
Claim 16: Yup et al. and Dhir et al. disclose an apparatus as in claim 1 above and Yup et al. 
further discloses that said execution logic comprises a cryptography unit, configured execute a 
plurality of cryptographic rounds on each of said plurality of input text blocks to generate a 
corresponding each of a plurality of output text blocks, wherein said plurality of cryptographic 
rounds are prescribed by a control word that is provided to said cryptography unit [page 1, 
paragraph 0004]. 

Claim 17: Yup et al. discloses an apparatus for performing cryptographic operations, 
comprising: 

a. a cryptography unit within a device, configured to execute one of the cryptographic 
operations responsive to receipt of a cryptographic instruction within an instruction flow that 
prescribes said one of the cryptographic operations, wherein said cryptographic instruction also 
prescribes that a cryptographic key be expanded into a corresponding key schedule be employed 
when executing said one of the cryptographic operations [page 3, paragraph 0028]; 
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b. and keygen \ogic(key expansion block), operatively coupled to said cryptography unit, 
configured to direct said device to perform said one of the cryptographic operations and to 
expand said cryptographic key into said corresponding key schedule [page 3, paragraph 0028]. 

However, Yup et al. does not explicitly disclose performing these instructions on a 
microprocessor based platform. 

Nonetheless, Dhir et al. discloses a similar apparatus and further discloses performing 
cryptographic instructionsf/e. program instructions) to implement the Advanced Encryption 
Standard algorithm on a microprocessor based platform(7e. FPGA) [page 5, paragraph 0051]. 

Therefore, it would have been obvious to one of ordinary skill in the art at the time of 
invention to perform these instructions on a microprocessor based platform or any other platform 
in order to meet particular design requirements. 

Claim 18: Yup et al. and Dhir et al. disclose an apparatus as in claim 17 above and Yup et al. 
further discloses that said cryptographic key is stored in memory [page 3, paragraph 0028]. 
Claim 19: Yup et al. and Dhir et al. disclose an apparatus as in claim 17 above and Yup et al. 
further discloses that said corresponding key schedule comprises an expanded key schedule 
according to the Advanced Encryption Standard (AES) algorithm [page 2, paragraph 0016]. 
Claim 20: Yup et al. and Dhir et al disclose an apparatus as in claim 17 above and Yup et al. 
further discloses that said keygen logic is configured to interpret a key generation field within a 
control word which is referenced by said cryptographic instruction. The examiner notes that the 
key expansion block is configured to perform the key expansion a predetermined number of 
times. Therefore, it is inherent to employ some form of a count number(to keep track of the 
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number of key expansions performed) and store this in memory and read it from memory for the 
purpose of establishing when the predetermined number of times is reached. 
Claim 22: Yup et al. discloses a method for performing cryptographic operations in a device, the 
method comprising receiving a cryptographic instruction that prescribes expansion of a 
cryptographic key into a corresponding key schedule for employment during execution of one of 
a plurality of cryptographic operations and expanding the cryptographic key into the 
corresponding key schedule [page 3, paragraph 0028]. 

However, Yup et al. does not explicitly disclose performing these instructions on a 
microprocessor based platform. 

Nonetheless, Dhir et al. discloses a similar method and further discloses performing 
cryptographic instructions^, program instructions) to implement the Advanced Encryption 
Standard algorithm on a microprocessor based platformf/e. FPGA) [page 5, paragraph 0051]. 
Therefore, it would have been obvious to one of ordinary skill in the art at the time of invention 
to perform these instructions on a microprocessor based platform or any other platform in order 
to meet particular design requirements. 

Claim 23 Yup et al. and Dhir et al. disclose a method as in claim 22 above and Yup et al. further 
discloses that said receiving comprises via a field within a control word that is referenced by the 
cryptographic instruction, specifying expansion of the cryptographic key into the corresponding 
key schedule [page 2, paragraph 0017]. The examiner notes that the key expansion block is 
configured to perform the key expansion a predetermined number of times. Therefore, it is 
inherent to employ some form of a count number(to keep track of the number of key expansions 
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performed) and store this in memory and read it from memory for the purpose of establishing 
when the predetermined number of times is reached. 

Claim 24: Yup et al. and Dhir et ah disclose a method as in claim 22 above and Yup et al. 
further discloses that said expanding comprises loading the cryptographic key from memory 
[page 3, paragraph 0028]. The examiner notes that the cryptographic key will be inherently 
loaded from memory if it is stored in memory. 

Claim 25: Yup et al. and Dhir et al. disclose a method as in claim 22 above and Yup et al. 
further discloses that the corresponding key schedule comprises an expanded key schedule 
according to the Advanced Encryption Standard (AES) algorithm [page 2, paragraph 0016]. 
Claims 7, 21 and 26: Yup et al. and Dhir et al. disclose an apparatus as in claims 1,17 and 22 
above, but neither explicitly disclose that said cryptographic instruction is prescribed according 
to the x86 instruction format. However, it would have been obvious to one of ordinary skill in 
the art at the time of invention to create the instructions in x86 format or any other format. One 
would have been motivated to do so in order to conform to the type of platform selected for 
implementation of the encryption/decryption device. 

Claim 11: Yup et al. and Dhir et al. disclose an apparatus as in claim 8 above, but neither 
explicitly disclose that said plurality of registers comprises a first register, wherein contents of 
said first register indicate a number of text b\ocks(channels) within a plurality of input text 
b\ocks(plurality of channels) [page 2, paragraph 0016]. However, it would have been obvious to 
one of ordinary skill in the art at the time of invention to store the number of blocks being 
encrypted or decrypted. One would have been motivated to do so in order recognize when the 
entire encryption or decryption process is complete. 
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Response to Arguments 
7. Applicant's arguments filed on August 24 th , 2007 have been fully considered but they are 
not persuasive. 

Regarding Claim 1: The Applicant argues that Yup et al. does not disclose cryptographic 
instructions. However, the Examiner respectfully disagrees and submits that while the exact 
term "cryptographic instructions" is not disclosed, Yup et al. does in fact teach cryptographic 
instructions^, finite state machine controllers which controls the operation of the remaining 
portions of the circuit) [page 3, paragraph 0025]. 

Furthermore, the Applicant argues that Yup et al. does not disclose cryptographic 
instructions received by a microprocessor. However, the Examiner submits that this is moot in 
view of the new ground of rejection. 

Additionally, the Applicant argues that Yup et al. does not disclose keygen logic coupled 
to a cryptographic instruction, configured to expand a provided cryptographic key into a 
corresponding key schedule. However, the Examiner respectfully disagrees and submits that 
Yup et al. does disclose this feature (ie. under control of its respective FSM } each system channel 
transmits the stored cipher key to a key expansion block, the key expansion block then generates 
round keys used for each AES. round, these round keys can be viewed as the u key schedule ") 
[page 3, paragraph 0028]. 

Regarding Claim 17: The Applicant's remarks regarding this claim has been discussed in 
Claim 1. 
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Regarding Claim 22: The Applicant's remarks regarding this claim have been discussed in 
Claims 1 and 17 above. 

Conclusion 

8. Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Edward Zee whose telephone number is (571) 270-1686. The 
examiner can normally be reached on Monday through Thursday 9:00AM-5 :00PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

EZ 

October 4, 2007 




KIMVU 

&Jfi-;TV?S0RY PATENT EXAMINE 
TtCi&QLOSY. CENTER 2100 



